DEPARTMENT OF THE ARMY
LS. ARMY CORPS OF ENGINEERS
WASHINGTON, D.C. 20314-1000

HEPLY TO
ATTENTION OF:

CECS-08 24 sep 2007

MEMORANDUM FOR SEE DISTRIBUTION

SUBJECT: Civilianize Designated Law Enforcement Positions.

1 All Division Commanders have concurred with the concept to civilianize designated
military law enforcement positions (see enclosures 1-3).

2. Request, all Division Commanders reevaluate your security programs in terms of
future resourcing and funding. Building and sustaining the critical facilities for military
installations and the public is one of our five major operations. Our security programs
directly support that effort.

3. My POC for this action is LTC Szoboszlay, 202-761-887 1«

Encl ROBERT B. FLOWERS
1. Immediate Requirements Lieutenant General, USA
2. Long Term Reqguirements Commanding

3. Proposed Job Description
Distribution:

Commander, Great Lakes Division
Commander, Mississippi Valley Division
Commander, North Atlantic Division
Commander, Northwest Division
Commander, Pacific Ocean Division
Commander, South Atlantic Division
Commander, South Pacific Division
Commander, Southwestern Division

FOR OFFICIAL USE ONLY
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Enclosure 1
Subject: Immediate Division Headquarters Security Requirements (<6 months)

DIVISION NAME ARRIVED PCS DATE
AT UNIT
NAD VACANT LTC VACANT |  VACANT
SINCE AUG 01 e
POD MAJ FISCHER AUG 1995 TBD
SAD LTC SOLYNTJES OCT 2001 OCT 2002 |
SWD MAJ MOTSKO | FEB1999 | AUG 2002
NOTE:

I. NAD is requesting Provost Marshal (Par 001, line 02) be converted to a GG-12 position.
NAD HQ’s already has a GS-13 Command Security Manager.

2. NWD, SAD and SWD are non QDP supported positions. NWD has hiring action pending
for a Division Security Manager.

3. POD is ODP supported.

4. SWD will require an immediate hire. Interim solution is to transfer MAJ Truax (MOB) from

SWD EOC to their Office of Security, Intelligence and Law Enforcement. Until Provost
Marshal position is civilianized, MAJ Truax can legally only perform a security and
intelligence support mission.
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Enclosure 2
Subject: Long Term Division Headquarters Security Requirements (=6 months)

DIVISION NAME | ARRIVED PCS DATE
: AT UNIT
LRD MAJ FINKELSTEIN JUL 2001 OCT 2003
MVD MAJ KELLEY OCT 1999 JUL 2003
HQUSACE VACANT VACANT 5 VACANT
(PHY SEC OFFICER) =

NOTE:

1. Three of our eight Division Provost Marshal’s have received no notice PCS orders due o the
lack of ODP. We can expect this trend to continue for LRD, MVD, and SPD.

2. LRD, MVD and SPD are non ODP supported. Position will be civilianized upon incumbents
PCS.

3. HQUSACE Physical Security Officer position has been vacant over two vears.
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Enclosure 3
Subject: Proposed Job Description

Position Descriptbion
Pogition Description
PO : Eeplaces PD#:
Seguenceff: VARIES
SECURITY OFFICEE
GE-0030-13

Installation: ¢ I Division Major Command: COE
Eegion: WATIONAL CAPITAL

Citation 1: CIPMS ACG, GS-080, SECURITY ADMIN SERIES, JUM 91

PL Library PD: NI
COREDOC PD: MO

Classified By:
Clagsified Date:

FLSA: EXEMPT Drug Test Reguired: VARIESDCIPS PD: YES
This description is to be used for Title 10 Excepted Service, Defense
Civilian Intelligence Perscnnel System positions only.

Career Program: 35

Financial Discleosure Reguired: NO
Boquisition Position: RO
Functional Code: XX

Requires Access to Firsarms: HNO
Interdisciplinary: NZ

Competitive Area: VARIES

Pogiticon Sensitivity: 3

Target Grade/FPL: 13

Competitive Level: VARIES
Emergency Essential: YES

Career Ladder PD: HNO

FD» Status: VERIFIED

Duties:

The duties of this position require ne specific leadership training.

MAJOR DUTIES

Works under the direct superwvisicn of the Deputy Division Commander, |
)Divigsicn. Serves as the Security Manager for the US Army Corps of Enginsers
Division ( }. Incumbent is responsible for an effective Security and Force
Protection Program. Responsible for all matters invelving the control of
foreign naticnals to command elements and the release of information to
foreign countries, private industry, and cther components of the Federal
Covernment, and various intelligence programs as applicable to the command
and its subordinate elements. Acts as liaiscon for the command pertaining to
security and intelligence oversight programs. Develops long-range plans and
policies for enhancing the efficiency of various security programs and
syetems. Acts as direct team leader/supervisory for others performing



gsecurity related [unctions. Makes daily assignments, tracks workloac in order
ta achieve a bhalanced and etfectiwve work environment that supports the
mission of the organization. Provides written inpubt to division supsrvisor
for evaluations. Maintains an awarens=gs of and positive attitude towards EEO
programs and objectives and supports the affirmative action plans of the
command . Provides policy owversight, direction and assistance ta a number of
subordinatre locations.

1. PHYS LCAL SECURTTY/PFORCE PROTECTION. Responsible for owverall planning,
formulating and coordinaring of physical security mattera for ( 1Divigion.
The incumbent iz responsible Ear craining, budaet, assessment of projects and
facilities for farce protection upgrades. Ensures that physical securicy is
properly addrossed at all subordinate elements. Provides policy and oversight
Lo 0 ) Divisilon Iocaticns perctaining to the development of local procedurss
and policiea pertaining to all aspects af physical securicy. Provides inpucn
to the Comnander concerning the physical security posture of the commandg.
Conducts gecurity inspections throughout the =  Division to resclwve a
variety of security problems. {30%)

2. PERSONNEL SECURTTY. Incumbent is responsible for the management of a
personnel security program within [ ) Division. Coordinates witch wvarious
subordinate elements and directorarces to determine reguived securitcy
clearances and special acgesses. Acts, as necessary, as the command P2C for
accesz Lo, WATO, CNWDI, and Sensitive Compartmented Information programs.
Handles all actions pertalning oo gontractors regquiring acress te classified
Information. Monicors the maintenance of indiwvidual security records for the
{ 1Diviegion. Provides policy and oversight for the command in regards to
maintenance of security c¢learance records. Ensures that individuals are kept
properly informed of any changes that affect theilr security clearance or
level of access. Coordinabtes with the Army's Cehntral Clearance Facility (OO}
to resolve reporty of intent te deny/revake clearancefaccess due to
deragatory information. Responsible for ensuring the pericdic re-
investigation of indivwiduals is performed in a timely manner wichin the
command. Reviews requirements for Top Secret access to ensure only the
minimum individuals are granted access. Ensures that the command ucilizes the
Electronic Personnel Security Questicnnaire (EPSQl software made available by
the Defense Security Service {(D8S) . Ensures that access controls are uniform
to che extent possikble throughout the command and that division emplovees are
allowed access in the performance of their duties at various locaticns. [30%)

3. INFORMATION SECURTTY. Directly responsible to the Commander | )
Divigion for the establishment, waintenance and oversight of the command’s
program for the proper classification, re-grading, review and
declassification of classified defense information and material received
and/or generated by USACE. Acts as the Command's classification review
authority. Ensures that regulatory reviews of security classifications
acsigned by command personnel to ensure that aszigned clasgifications aroe
performed. Establishes a program for document review to reduce unneeded
classification holdings. Ensures reparts are prepared as reguired on matters
pertaining to the Tnformation Security Program. Providas guidance and
monitoring pertaining to classifications abuses and administcracive

gecurity violationa, unaunthorized disclosures of sufficient importance to
warrant formal inwvestigation, and reports mandatory declassification review
actions that incvludes previous and new requests for declassification for both
the headguarcters and all suboydinate elements. Coordinates, as regquired, with
varigus agencies to ensure that investigationz are performed regarding
reported or suspected security wiolations. Conducts annual on-site security
management reviews of all suvhordinate elements to ensure compliance with DA



Information Security Program. In addition, responsible for periodic security
inspecticns of headquarters ( |} Division to ensure proper safeguarding of
classified information. Findings of oversight management reviews are reported
Lo the commander inveolwed. Results of inspections ares reported to the
Commander as appropriate. In addition, provides periodiec briefings to inform
the Commander of compliance with security directives or the need for revised
gecurity methods. Ensures that both classified and unclassified sensitive
information is protected to the degree required to prevent and/or minimize
compromise. Monitors compliance by subordinate elements in regards to the
efforts in this area. (10%)

4. QPERATIONS SECURITY (OPSEC) . Rct as the command’s POC for all matters
pertaining te the Division's OPSEC program. Ensure Chat personnel are aware
of the proper protection of unclassified but sensitive information. As
regquired, provides adwvice and assistance to subordinate elements in matters
pertaining toc COPSEC. (15%)

53 INTELLIGENCE (IMTEL) . Provides timely intelligsnce updates,
intelligence summaries, threat assessments, country studies, and other
intelligence preoducts in direct support of the Division Commander. FProvides
administrative and regulatory guidance for the coordination of findings and
recommendations relating to intelligence support. Coordinates with
intelligence gathering activities as assigned, relative to security
intelligence matters; these may include the Army Intelligence and Security
Command, the Federal Bureau of Investigation, the Army Criminal Investigation
Division, U.5. Past Office Detectives, etg. Serves as the focal point for
the investigation of intelligence matters concerning the effectiwveness of
gystems, devices, procedures, and methods used for safeguarding information
and materials affecting the national security; and for which the Divisicon
Commander has security respeonsibility. Performs local fact gathering for
analysis and evaluation pertinent to personnel involved in or suspected of
causing a breach in security. Receives mandatory Intelligence Owersight
Training and complies with all applicabkle laws, dirsctives and guidelines.
{15%)

6. MISC. Responsible for reviewing regulations criginated by higher autheority
concerning a variety of protectiwe methods, systems, or other security areas;
i.e., persconnel security, classified document control, release of
information, information security, physical security, force protection,
industrial security, and autcmated systems security. Interprets and adapts
these regulations to fit { ) Division’'s unigue requirements. Incumbent is
responsible for review of proposed security directives from subordinate
elements in the area of security. Represent the Commander of ( )} Diwvision at
conference and meetings inveolving any aspect of ( ) Diwvision security
program. Serves as point of contact with representatives of HQ USACE and the
other agencies in connection with [ JDivision’s Security Program,
particularly on day-to-day matters and discussions concerning the
applicability and intent of pertinent regulatory guidance. Develops and
presents command-wide security training program. Develops, modifies, and
implements security policies. Ensure compliance with security regulations,
directives, regulations, and procedures. (10%)

Performs other duties as assigned.



FACTOR LEVELS
FACTCOR A ESSENTIAL KNOWLEDGES (Degree A-7, BO pts)

Expert knowledge of legislation, peolicies, procsdures and regulations which
govern Informaticn Security, Personnel Security, Physical Security, AILS
Security, SCI Security, Industrial Securibty, Freedeom of Informaticon Act
(FOIA), Forelgn, Accreditaticn and Document Releass, within the Department of
Brmy, Department of Defense, Executiwve Branch, and the Federal governmsnt.
Skill in conducting security inspecticns, identifying and resclving security
problems.

A high degree of gkill in analyzing, interpreting, and applying complex
legislative and Executiwe Branch policy and regulatory decisions to be able
to develop Information Security, Personnel Security, Physical Security, AILS
security, FOIA, and Foreign Accreditation and Document Releass security
plans, policies, and guidance, and to be able to deal effectiwvely with
indiwviduals from all areas of the Department of the Army, Department of
Defense, and other Federal agencies.

Comprehensive knowledge of wvarious security regulations, policies and
procedures to be able to provide advice, assiatance and guidance, make
analytical studies, conduct formal surveys and inspecticn, and enhance
practices concerning the Command’s security/intelligence practices.

Expert knowledge of security principles, concepts, and policies at all lewvels
Co interpret, explain and clarify security regulations. Advice and assistance
must be given with a minimum of delay and to diverse elements. Reguires a
detailed working knowladge of methodeleogiss, regulations, practices, and
procedures involved with wvarious security/intelligence programs at DA, DOD
and Federal levels.

Ahility to communicate ocrally and in writing to negotiate with security
officials, present findings and recommendations, conduct security training
and security briefings, provide guidance on the application and
implementation of security policies and procedures and prepare Division Level
Security Regulations.

FACTOR E GUIDELINES {Degrees B-4, 70 pts] Guidance is available in the form of
administrative policies and precedents but is stated only in very general
tarms. Executive Orders, Department of Defense Directives, Department of the
Army Regulations, and Federal ncoctices are alsc availakle. Guidance provided
iz sometimes wvague and does not cover all possible situations that arise.
Incumbent exercises a high degree of initiatiwve and judgment in interpreting,
selecting, applying and resolving conflicts in the performance of assigned
responsibilities. The variety, high wisikility and, sensitivity of work done
by this Command often changes security requirements and necessitates the
development of new security technigques.

FACTOR C SCOPE OF RAUTHORITY & EFFECT OF DECISICHE (Degree C-4, 70 pts)
Incumbent’s work results in an orderly, efficient and secure administratbion
and tight contrel of { ] Diwisicn's security program. The incumbent makes
decisions and initiates actions that invelve the interpretation of policy and
the setting of precedents within the command. Makes authoritatiwve
determination and advises on technical prohlems. The operational efficiency
of the security office directly affects the ability of this command to carry
out a wide range of activities within the command. Program and project
proposals, frequently cut acress geographic lines within the activity.



FACTOR D WORK RELATIONSHIES (Degree D-4, 56 pts}

Incumbent has frequent telephonic and face-to-face contact with USACE, staff
personnel, with security specialists, security managers, Freedom of
Information O0fficers, Special Security Officers, and Administrative Officers
at HQ USACE, the Department of Army, and the non-DOD Federal agencies.
Contact with command personnel is for the purpose of providing advice,
assistance, and guidance in the area of security, FOIA, foreign
accreditaticon, and disclosure, and counter-intelligence, or to assist the
USACE to carry out their responsibilities in wvarious areas. Contact with DA,
and other Federal agencies is for the purpose or providing, and securing
information, negotiating agreements, and working problems of mutual interest.

FACTOR E SUPERVISION RECEIVED (Degree E-4, 55 pts) The supervisor sets
overall objectives and resources available. The emploved and supervisor, in
consultation, develop the deadlines and projects. The employee, having
developed expertise in the particular security specialty, is responsible for
planning and carrying out the assignment, resoclving most of the conflicts
that arise, and interpreting policy on own initiative in terms of
established, objectives. The supervisor is kept informed of progress and any
controversial matters. Finished work and methods are reviewed for acouracy
and effectiveness and for compliance with complex instructions and
gquidelines.

TOTAL POINTS: 330

Evaluation:
Hot Listed
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