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SECTI ON 14: PHYSI CAL SECURI TY

14. 1 Ceneral. This section provides facility design gui dance for
physical security and crinme prevention. Established installation security
strategi es should al so be taken into consideration. The purpose of
physical security is to nmake unauthorized access to assets so difficult
that an intruder will hesitate to attenpt a facility penetration or wll,
in the course of such efforts, be forced to take actions that wll assist
in detection or apprehension. Physical security design and construction
consi derations may include features discussed in Section 15: Force
Protection. Please review this section.

14. 2 Design Criteria. Quidance for physical security design is
provided in ML-HDBK-1013/ 1A, “Design Cuidelines for Physical Security of
Facilities" (reference 14a), OPNAVI NST 5530.14C, "Navy Physical Security
Manual " (reference 14b), and in using Mlitary Departnment criteria.

14. 3 Passi ve Security. Facilities should be sited and designed to
maxi m ze passive security. Passive security depends largely on staff
awar eness of the presence of unauthorized persons. This concept includes
the use of security zoning within a facility. Specific using Mlitary
Department criteria shall be followed. The follow ng are recomended
consi derati ons:

14.3.1 Access Control. Proper design permts staff to control
specific areas of responsibility, thereby reducing or elimnating the
opportunity for undesirable behavior within a designated area by
restricting access to only those authorized personnel having legitimte
reasons for access. Consideration should be given to vehicular and
pedestrian access routes, parking |ayouts, |andscaping, lighting, and

| ocation and desi gn of departnment reception areas and other operationa
functions to assist in controlling access.

14.3.2 Proximty Placement. Planning and design should take into
consideration collocating, if feasible, departnents of simlar sensitivity
and access requirenments along with the design of parking |ayouts,
entrances, and personnel traffic patterns to maxim ze the effectiveness of
an access control system

14. 3.3 Visibility. Locations of reception desks should afford
unrestricted visibility of entrances, thereby establishing entry control
points. Traffic patterns nust bring traffic to these control points to
ensure effective 24-hour staff control

14. 4 Physi cal Construction. Physical construction should be
designed to prevent unauthorized access to high value assets, i.e., to
resist break-in to security cages, pharnmacies, vaults, storeroons, nail
roons, etc. Miil roons should be | ocated at the perineters of facilities.

14.5 El ectronic Security Systens.

14.5.1 Systens Considerations. Electronic security systens, including
Intrusion Detection Systens (IDS), duress alarns, electronic access control
systens and Closed Circuit Television (CCTV) systenms, shall be provided for
facilities when required by the using Mlitary Departnent. Miltiple

el ectronic security systens may be integrated to provide an overal

facility security system A staff identification card systemwth nultiple
| evel s of access control may be provided. Package inspection devices nay
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al so be considered for mail roons. See Section 11: Conmunications Systens
for infornmation on el ectronic security systens.

14.5.2 Systens Design. Construction docunents for electronic security
systens shall identify sensor |ocations and include floor plans,

schematics, riser diagrams, security equi pnment schedul es and typica
details. Floor plans shall locate all nonitoring and control equipnent.
Security equi pnent schedul es shall include roomand door nunbers, sensors,
al arm control panels, switches and access control devices. Electronic
security systens shall be provided with uninterruptible power sources,

dedi cated el ectrical service panels, interfaces with installation security
systens, and local and renote alarns, as required by the using Mlitary
Depart nment.

14. 6 Keys and Locks. The naster key and lock plan for a facility
shal|l provide nultiple levels of entry control. A naster key system shal
be provided for all areas with the follow ng exceptions. Separate keying
systens are required for pharnmacies. Separate keying systens should al so
be consi dered for nedical supply storage areas or facilities; food service
facilities; exchange service facilities; mail roons; nechanical, electrica
and comuni cati ons equi prent roons; and housekeeping and janitorial roons.

14. 7 External Security. External security protection should be
provided primarily by proper illumnation and by parking | ayouts that
mnimze staff wal ki ng di stances to entrances. Were possible, parking
areas should be located so that they can be viewed entirely fromentry
control points within a facility such as the energency department or ot her
primary entrances. Site |andscaping adjacent to a facility should consider
physi cal security concerns, i.e., possible conceal nent of intruders, etc.
For those facilities that are not on installations or that are in renote

| ocations on installations, fencing should be considered at the site
perimeter. The entire perineter should be well lighted with mininal use of
shrubs and trees for possible conceal ment of intruders.

14. 8 Level s of Security Protection. The essential requirenent is to
provi de an appropriate |evel of security protection for personnel and
property. The objective is to decrease the opportunity for security
problens to devel op. The followi ng |evels of security protection are
defined according to operational m ssion

14.8.1 Medical Facilities Excluding Hospitals. |In addition to the
precedi ng security considerations:

14.8.1.1 Intrusion Detection Systens (IDS). Exterior doors and operable
wi ndows shall be provided with IDS sensors with alarns nonitored at the
installation security station and at other locations if required by the
using Mlitary Departnent.

14.8.1.2 O her Considerations. Oher basic security devices with | oca
and remote alarns shall be included for narcotics |ockers, precious netals
safes, and nedical supply storage areas or facilities.

14.8.2 Hospitals. |In addition to the above, security shall be further
enhanced by:

14.8.2.1 Traffic Patterns. Traffic patterns that can be controlled with
a mnimmof entry control points during nighttinme hours in a facility
staffed 24 hours a day. In hospitals where the energency departnent
entrance is the only staffed entrance during these hours, visitors should
enter within direct control of the enmergency departnent reception desk

O her entrances such as those for dental or other clinics shall be | ocked
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after normal operating hours. |DS sensors and CCTV systens shoul d be
installed at these entrances.

14.8.2.2 Rempte Locking. Renote, electrically operated | ocks that can
be controlled froma central point such as the energency depart nent
reception desk or a hospital command and control center. This system
establ i shes the energency departnent reception desk or the command and
control center as the hospital Central Security Operations Point after
daytinme hours. Such |ocks nust be rel eased automatically, when fire and
snoke alarns are activated, for doors required for energency egress.

14.8.2.3 Intrusion Detection Systens (IDS). |IDS planned and designed to
neet the security requirenments of the location and the using Mlitary
Departnment directives.

14.8.2. 4 Closed Circuit Television (CCTV) Systens. CCTV systens for
areas as specified by the using Mlitary Departnent.

14.8.2.5 Card Access Systens. Card access systens for exterior doors
and sensitive areas such as conputer roons, pharnmacies, and other areas as
specified by the using MIlitary Departnent.

14.9 Speci al Considerations for Security Sensitive Areas/ Roons.
Sensitive areas/roons shall be designed to store valuable assets, i.e.
funds, narcotics, dangerous drugs, and controlled substances/naterials.
The nost cost-effective nethod of providing adequate security for these
assets shall be sel ected.

14.9.1 Funds Storeroons. Design considerations shall include the
possi bl e use of roll-up shutters, special wall construction, special door
construction and hardware, prevention of access fromceiling spaces, IDS
and duress alarns, security glazing for service wi ndows, nighttine security
lighting and special key control. Security features will be deterni ned by
the using Mlitary Departnment based on the dollar amount of funds to be

st ored.

14.9.2 Safes. Drugs classified as Schedule | or Il controlled
subst ances under the Controlled Substance Act of 1970 nust be stored in
safes or vaults. Drugs classified as Schedule Il through V may al so be

stored in safes or vaults as deenmed appropriate by the using Mlitary
Department. Safes or steel security containers, weighing | ess than 750
pounds, shall be bolted or cenmented to floors or walls in such a way that
they cannot be readily renmoved. Safes and steel security containers, if
necessary due to the quantities and types of controlled substances/
materials to be stored, shall be equipped with IDS

14.9.3 Vaults. Features to be considered for vault storage areas are
outlined in M L-HDBK-1013/ 1A (reference 14a) and using MIlitary Departnment
directives.

14.9.3.1 Vault Construction

a) Walls, floors and ceilings of vaults nust be constructed of
at least eight inches of reinforced concrete, or other substantial nasonry,
reinforced vertically and horizontally with 15 mllinmeter (1/2-inch) stee
rods tied together at 150 mllineters (6-inches) on center, or the
structural equivalent to such reinforced walls, floors and ceilings.

b) Vault door and frame units nust neet the follow ng

requi renents for resisting unauthorized entry: 30 m nutes agai nst
surreptitious entry, 10 mnutes against forced entry, 20 work hours agai nst
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| ock nani pul ation, and 20 work hours agai nst radi ol ogi cal techniques.
Vault doors mnust be equi pped with contact swi tches.

c) Additionally, vaults nust be equi pped with one of the
followi ng: conmplete electrical lacing of walls, floors and ceilings;
sensitive ultrasonic or infrared sensors within the vaults; sensitive sound
accunul ator systens; or such other systens designed to detect unauthorized
entry as may be required by the using Mlitary Departrment. Vault alarm
systens shall transmit a signal directly to the Central Security Qperations
Poi nt and/or the installation security station, i.e., a location that is
staf fed 24-hours a day.

14.9.3.2 Day Gates. Vaults that nust remain open during nornal
operating hours shall be provided with self-closing and sel f-1ocking day
gates conplying with using Mlitary Department requirenents.

14.9. 4 Pharmacies. Walls, floors and ceilings of pharnacies shal

provi de resistance to forced or surreptitious entry and, where necessary,
shal|l be reinforced. Doors and wi ndows shall be kept to a nini mum and
doors shall be keyed separately fromthe nmaster key system |IDS sensors
shall be installed at all doors and wi ndows including wi ndows opening to
corridors. Walls surroundi ng pharnaci es shall be constructed in accordance
with ML-HDBK-1013/ 1A (reference 14a). As a ninimum perineter walls shal
be full height fromfloor slab to structure above.

14.9. 4.1 Door s. Doors shall be provided with security hinges and shal
be | ocked with security | ocksets. Doors may be |ightweight, covered with 9
to 12 gauge steel security nesh or 16 gauge sheet steel fastened with
snoot h- headed bolts and nuts peened in place. Qher considerations include
“peep holes,” a cipher lock or card access systemfor the main staff
entrance door, double |ocking |ocksets with 1-inch throws, warning signs
stating doors nust renain unl ocked during normal operating hours (for fire
egress), and warning signs stating “Controlled Area.

14.9.4.2 W ndows. Provi sions such as roll-up shutters, shall be nmde
for securing all service windows after normal operating hours. Frames
hol ding roll-up shutters and security screens or bars nust be securely
fastened wi th snoot h-headed bolts with nuts peened in place.

14.9.4.3 Heati ng and Ventilation Ducts. Duct term nals and connecting
poi nts nust be in exposed | ocations where they nay be readily observed to
detect tanpering. Openings of eight inches or |arger nust be protected
with 9 to 12 gauge steel security nesh. The nmesh will either be welded to
the duct or secured with snmooth-headed bolts with nuts peened in place.

14.9.5 Medi cal Supply Storage Areas or Facilities. 1In addition to the
criteria provided for Pharnaci es above, high value, critical and pilferable
resources stored in this type of storage area or facility shall be encl osed
within two or nore tine-delay barriers, i.e., fences, security cages,
building walls, vaults or |ocked doors. For specific requirenents, see

M L- HDBK- 1013/ 1A (reference 14a) and using MIlitary Departnent directives.

14.9.6 O her Security Sensitive Areas/ Roons. Qher activities or

| ocations nay be identified by the using Mlitary Department as security
sensitive. These areas/roons nust mninze the security risk for these
activities or |ocations.
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REFERENCES
14a. M L- HDBK- 1013/ 1A, "Desi gn Guidelines for Physical Security of
Facilities."
(http://ww. efdl ant. navfac. navy. m |/ Lant ops_15/ ENGR i ndex. ht n)
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